
 

CIRCULAR NO.3-2024/MARITIME SECURITY 
SEPTEMBER 2024 

These Circular serves to provide regular information from the Maritime Security Committee established by law about maritime 

security and security information of interest in Solomon Islands. 

The International Convention for the Safety of Life at Sea (SOLAS) 1974 have force of law in Solomon Islands as per the Shipping 

Act 1998 as amended. The Chapter XI-2 of SOLAS on Special Measures to Enhance Maritime Security and the International Ship 

and Port Facility Security (ISPS) Code contain detailed security-related requirements for governments, port authorities and 

shipping companies visited by, or operating vessels engaged in international voyages. The Maritime Safety Administration (Ship 

and Port Security) Regulations 2011 provide for maritime security management and responsibilities in Solomon Islands. 

SECURITY LEVEL 

Solomon Islands is currently at the Security Level 1. Section 2.1 of the ISPS Code Part A defines Security Level 1 

as: “the level for which minimum appropriate protective security measures shall be maintained at all times.”  

Security Level 2 “means the level for which appropriate additional protective security measures shall be maintained for a period 

of time as a result of heightened risk of a security incident.” 

Security Level 3 “means the level for which further specific protective security measures shall be maintained for a limited period 

of time when a security incident is probable or imminent, although it may not be possible to identify the specific target.” 

FROM THE MARITIME SECURITY COMMITTEE 

The Maritime Security Committee met on their first meeting on the 12 March 2024. The Committee approved the Guidelines on 

Audit and Certification of Registered Ships/Ports and the Guidelines on Security Levels.  

DID YOU KNOW? 

WHAT ARE THE IMPLICATIONS OF SECTION  29 OF THE SHIP AND PORT SECURITY REGULATION S 2011? 

1. Ship owners and masters of each ship must ensure that all crew members are provided with sufficient training to 

enable them to understand and carry out their security responsibilities in accordance with 2011 Regulations and the 

approved security plan. 

2. Security training to ship’s crews must consist of initial training in procedures and practices applicable to their position, 

and appropriate refresher training which takes into account development in relation to the security equipment and 

internationally accepted maritime security procedures. 

3. The Ship Security Officer must ensure that records relating to the content, duration and dates of training activities 

undertaken by crew members are retained on an ongoing basis for at least the previous 5 years. 

4. Crew members on voyages to destinations beyond Solomon Islands must provide with current travel advice information 

prepared by the Government and relating to the foreign ports they are to be visited by the ship, and the potential 

impact that any special port security procedures applying at those ports of call may have in relation to the operation of 

the ship. 

  



NEWS 

US SANCTIONS PACIFIC ISLAND FLAGGED VESSELS  

Three vessels flagged to the Cook Islands and one to Palau have been hit with sanctions by the US, which were applied in 

relation to the shipping of Iranian commodities and/or Unmanned Aerial Vehicles (UAVs), including to Russia. The sanctions by 

the US, coordinated with the UK and Canada, are reportedly part of a broader effort to target entities, individuals and vessels 

associated with Sahara Thunder, a front company that coordinates commercial activities for Iran’s Ministry of Defense. The Cook 

Islands Ship Registry states that it will take necessary actions required under its international obligations against any of its 

flagged vessels. 

This is not the first time that vessels flagged to Pacific countries have been implicated in ‘sanctions-busting’ activities to 

countries like Russia, Iran, and North Korea. Effective management of, and proactive identification and elimination of bad actors 

from Pacific ship registries remains difficult. This is due, in part, to Pacific countries’ limited review, monitoring and enforcement 

capacities. Another aspect is companies’ attempting to subvert monitoring and compliance efforts, an issue not specific to the 

Pacific. 

Source: Cook Islands Ship Registry 

PALAU CYBER-ATTACK 

Palau experienced a significant cyber-attack on 26 March, affecting their financial management systems and forcing the Ministry 

of Finance to temporarily revert to manual payroll processing. This is the first major cyber-attack on Palau and is also the first 

ransomware attack. Palau’s President, HE Surangel Whipps Jr., claimed that the attack originated from Malaysia from a company  

linked with either Russia or China. 

Source: https://islandsbusiness.com/news-break/palau-scrambles-after-cyberattack-cripples-financial-systems/ 

CYBER SECURITY FOCUS: RANSOMWARE ATTACKS IS A PROMINENT THREAT FOR MARITIME  

Cybersecurity in the maritime industry is becoming increasingly crucial as vessels, ports, and supply chains embrace 

digitalization. With the integration of IOT (Internet of Things) devices, automation, and interconnected systems, the sector faces 

a growing threat landscape that includes risks such as data breaches, ransomware attacks, and sabotage attempts. 

According to European Union Agency for cyber security, this shift is accompanied by a notable rise in cyberattacks targeting 

critical maritime infrastructure like ports and shipping firms, underscoring the necessity for enhanced focus and action on 

maritime cybersecurity. 

The report utilizes the ENISA Cybersecurity Threat Landscape Methodology, analyzing a total of 98 publicly reported incidents 

during the specified timeframe. Data collection primarily focuses on EU member states and extends to global incidents 

impacting the EU. Major incidents were identified through open-source intelligence (OSINT) and cyber threat intelligence 

capabilities. 

Source : https://safety4sea.com/cm-cyber-security-focus-ransomware-attacks-is-a-prominent-threat-for-maritime/ 

CONTACT 

For anything related to maritime security please contact Ms. Duri Qalorusa, Senior Officer, Maritime Security at SIMA 

duri.qalorusa@sima.gov.sb.  
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