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These Circular serves to provide regular information from the Maritime Security Committee established by law about maritime
security and security information of interest in Solomon Islands.

The International Convention for the Safety of Life at Sea (SOLAS) 1974 have force of law in Solomon Islands as per the Shipping
Act 1998 as amended. The Chapter XI-2 of SOLAS on Special Measures to Enhance Maritime Security and the International Ship
and Port Facility Security (ISPS) Code contain detailed security-related requirements for governments, port authorities and
shipping companies visited by, or operating vessels engaged in international voyages. The Maritime Safety Administration (Ship
and Port Security) Regulations 2011 provide for maritime security management and responsibilities in Solomon Islands.

SECURITY LEVEL

Solomon Islands is currently at the Secu rlty Level 1 Section 2.1 of the ISPS Code Part A defines Security Level 1
as: “the level for which minimum appropriate protective security measures shall be maintained at all times.”

Security Level 2 “means the level for which appropriate additional protective security measures shall be maintained for a period
of time as a result of heightened risk of a security incident.”

Security Level 3 “means the level for which further specific protective security measures shall be maintained for a limited period
of time when a security incident is probable or imminent, although it may not be possible to identify the specific target.”

FROM THE MARITIME SECURITY COMMITTEE

The Maritime Security Committee met on 12 March 2024 and requested the Solomon Islands Maritime Authority (SIMA) to
effectively collaborate with the Customs and Excise Division of the Ministry of Finance and Treasury in areas related to the
Maritime Security Committee (MSC), the approval of sufferance ports, the monitoring and tracking of foreign vessels, and the
implementation of the International Convention on Facilitation of International Maritime Traffic (FAL Convention).

DID YOU KNOW?

WHAT ARE THE IMPLICATIONS OF SECTION 39 (1, 2 &3) OF THE SHIP AND PORT SECURITY REGULATIONS
20117

1. The Minister may approve and publish Guidelines, Standards and Codes of Practice for any purpose for which they are
contemplated or required by these regulations, or which relate to any aspect of maritime security.

2. All requirements imposed under the Guidelines, Standards and Codes of Practice applied under this regulation must be
consistent with the ISPS Code.

3. Allapproved Guidelines, Standards and Codes of Practice under these Regulations shall take effect in accordance with a
Notice in the Gazette.

In 2022-2023, SIMA is developing guidelines to facilitate implementation of the 2011 Regulations.



NEWS

WATCH: DP WORLD AUSTRALIA OVERCOMES CYBER ATTACK AND RESUMES OPERATIONS-:
HTTPS://YOUTU.BE/LHPU6C7YONG

ACCORDING TO A VIDEO OF SAL MERCOGLIANO — MARITIME HISTORIAN AT CAMPBELL UNIVERSITY AND
FORMER MERCHANT MARINER, ON 11TH NOVEMBER 2023, AN INCIDENT TOOK PLACE IN AUSTRALLIA,
WHERE DP WORLD IN AUSTRALLIA WAS HIT BY CYBER-ATTACK.

As informed, a lot of information is coming about this, and it highlights one of the big concerns in global shipping and this is
cyber-attacks. Because of the nature of global shipping, the fact that you must open networks so that shippers and carriers can
get on track their cargo input data, they are linked to ships and to networks and to offices all around the world.

Cyber-attacks are quite frequent, matter of fact. On 11th November 2023, cyber-attack hits Australian ports. It was coordinating
a response to the cyber security incident at Force Port operator. DP World Australia to suspend operation at ports in several
States, Australia is divides as a federal entity divided into States much like the United States.

A Cyber-attack, especially on a container shipping firm, is critical and in this case is a port terminal operator, so that they cannot
manage anymore. They do not know what containers are worn on their terminal, they do not know what containers to Stage for
a ship, they do not know where to take containers off a ship because they will lose them in the yard unless they are properly
documented. Source: https://safety4sea.com/watch-dp-world-australia-overcomes-cyber-attack-and-resumes-operations/

WATCH: ACCELERATING DIGITALIZATION FOR SAFER AND ENVIRONMENTALLY RESPONSIBLE PORTS -
HTTPS://YOUTU.BE/P44 1-SYRYY

IMO’S SHORT VIDEO ANIMATION EXPLAINING HOW THE SINGLE WINDOW CONCEPT OR SHIP DATA
EXCHANGE HAS BECOME MANDATORY SINCE 1 JANUARY 2024, MARKING A SIGNIFICANT STEP IN THE
ACCELERATION OF DIGITALIZATION IN SHIPPING.

When ships enter and leave ports, vital information must be exchanged with various entities ashore. Port Authorities, Pilots,
Maritime administrations, and health authorities require information about the Vessel, cargos, dangerous goods, crew
passengers and more for safety security and environmental protection reasons.

The way this information is shared is crucial. Digitalization is key. It not only reduces errors it improves the quality of the
information being exchanged. Since 2019, IMO (International Maritime Organization) requires data to be exchanged
electronically between the ship’s reporting parties such as the master ship agents and shipping lines and the authorities offshore
and since the 1st of January 2024 the single window is mandatory. “Digitalization is critical for greater efficiency in shipping. The
Maritime Single Window delivers information between ships, ports, and government agencies quickly, reliably, and smoothly.” ...
said IMO Secretary-General, Arsenio Dominguez. AS informed, with a maritime single window data is submitted through a single
portal without duplication and distributed to the correct authorities. To share exchange and understand the data, ships and
ports need to use international harmonized standards. Diverse groups of stakeholders have different objectives and different
work processes.

That is why IMO and the standards bodies ISO, UNECE and WCO have agreed on an IMO data set and an IMO reference data
model known as the IMO compendium. This is a set of standards for the submission of Maritime related data. IMO encourages
all stakeholders to adopt the IMO compendium when building digital systems in their Maritime single window. This will make it
possible for all to communicate because no matter which standard or system is based on the data can be exchanged check IMO
guidelines for help on setting up a maritime single window. Learn from the experiences of member states around the world who
have done so successfully and help make simpler more efficient Maritime trade a reality.

Source: https://safety4sea.com/watch-accelerating-digitalization-for-safer-and-environmentally-responsible-ports/

CONTACT

For anything related to maritime security please contact Ms. Duri Qalorusa, Senior Officer, Maritime Security at SIMA
duri.qalorusa@sima.gov.sb.
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